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Improve “Release Fitness”
Build the artifact once

Improve Developer Experience
Deploy with speed and confidence 

Align Security to the App 
Lifecycle

  Security as Policies and 
Code

Implementing DevSecOps  
Large Financial Services Organisation - United Kingdom
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Cloud Applications are at the heart of 
Digital Transformation

Cloud Applications

Network Workloads Identity Data

The Cloud Application Environment

● Elastic Networks

● Dynamic Workloads - Host, 
Container, Serverless

● Complex Identities

● Growing Data Stores

Cloud Applications

Network

Workloads Identity

Data
Benefits

● Scale up or down fast

● Self-service, operational efficiency

● Better resource utilization



4  |  © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Code Build Deploy Run

Network Workloads Identity Data

Cloud Applications

Deployed Software

Code
Repositories

Package 
Managers

Custom & Open Source Code, 
Infrastructure as Code

Deploy to Staging

Acceptance Tests

Deploy to Production

Post-Deploy Tests

Code Build Deploy Run

Network Workloads Identity Data

Cloud ApplicationsCode
Repos

Package 
Managers

Custom 
Code D

ep
loy to

 Stag
in

g

A
ccep

tan
ce Tests

D
ep

loy to
 P

ro
d

u
ctio

n

P
o

st-D
ep

loy Tests

Packaged 
Software

Remove package 
managers from build. 
Create app icon in 
Deploy with mini boxes 
from build 
Replace Cloud 
applications circle in last 
column with Cloud 
containing app from 
deploy stage

Cloud Native Application Risks and Threats 
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100 : 10 : 1

CHALLENGE
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Remove package 
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from build 
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Runtime Security on its own does not Scale 
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Generation 1.0 Cloud Security
Only in the Runtime Environment
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Prevention-First “Shift Left” Approach
Prevent Misconfigurations in Code and Vulnerabilities in Dependencies

Code RunBuild Deploy

Prevent IaC misconfigs & 
Open Source vulnerabilities

Prevent Code
Repo Vulnerabilities

Prevent 
Vulnerable Images

Prevent 
Application Exploitations

PREVENTION FIRST

Focus on Preventing Threats Across the Cloud App Lifecycle
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Cloud Native Application Risks Vs Threats
99% Can “Shift Left”
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Runtime Analysis Sandbox

Can Security Threats “Shift Left”?
Some of the 1% Threats can be reviewed within the Code, Build and Deploy Phases
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Cloud Security 1.0 

Protection Focused on Runtime Remediation only at runtime is costly

Visibility Without Prevention Visibility alone is not Security

Lazy scans lead to Blind Spots In cloud, attackers can find and exploit vulnerabilities 
in as little as 30 minutes

Incomplete Security Across Architectures Enterprises adopt cloud in different ways, and need 
flexibility securing their journeys  

Lack of Scale Point solutions simply do not scale
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Cloud Security 1.0 Approach CNAPP - Cloud Native Application 
Protection Platform

Protection Focused on Runtime Comprehensive Security from Code to Cloud

Visibility Without Prevention Prevention-First Approach

Lazy scans lead to Blind Spots Continuous, Real Time Visibility 

Incomplete Security Across Architectures Security Choice For Every Cloud Journey   

Lack of Scalability Cloud Scale Security

The Future of Securing Cloud Applications 
Leverage a comprehensive CNAPP (Cloud Native Application Protection Platform)
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Adding to CNAPP after “Shifting Left”... 
Policies-As-Code
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Adding to CNAPP after “Shifting Left”... 
Drift Detection and Response

resource "aws_s3_bucket" "source" {
  provider = aws.central
  bucket   = "tf-test-bucket"
  acl      = "private"

dmaclean@M-1 ~ % aws s3api 
put-object-acl --bucket 
tf-test-bucket --key examplekey 
--acl public-read
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Build Environment 
for Testing

Publishing Pipeline 

Policy Testing Pipeline

Deploy Resources 
in Environment

Test (Search) 
using TF Provider

Destroy Testing 
Environment

Release Policy Align to Compliance 
Standard (TF Provider)

Add to Alert Rule 
(TF Provider) 

Adding to CNAPP after “Shifting Left”... 
Automate Policy Testing and Implementation

GitOps delivered Security Policy Authoring 
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THANK YOU
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