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Cloud Applications are a
Digital Transformation

Cloud Applications . . .
PP The Cloud Application Environment

e Elastic Networks

e Dynamic Workloads - Host,
Container, Serverless

e Complex Identities

e Growing Data Stores

Benefits

e Scale up or down fast

e Self-service, operational efficiency

e Better resource utilization
Workloads Identity
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Cloud Native Application Risks an reats
At Every Stage Of Cloud Applications
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Generation 1.0 Clou

Only in the Runtime Environment

Overly Permissive .
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ALL Visibility and Enforcement is here
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Prevention-Firs e pproac

Prevent Misconfigurations in Code and Vulnerabilities in Dependencies

PREVENTION FIRST

Prevent laC misconfigs & Prevent Code Prevent Prevent
Open Source vulnerabilities Repo Vulnerabilities Vulnerable Images Application Exploitations

Focus on Preventing Threats Across the Cloud App Lifecycle
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Cloud Native Application
99% Can “Shift Left”
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Can Security Threats “Shift Left”?

Some of the 1% Threats can be reviewed within the Code, Build and Deploy Phases
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Cloud Security 1.0

Protection Focused on Runtime Remediation only at runtime is costly

Visibility Without Prevention Visibility alone is not Security

Lazy scans lead to Blind Spots !n clogd, attacker; can find and exploit vulnerabilities
in as little as 30 minutes
Enterprises adopt cloud in different ways, and need

Incomplete Security Across Architectures flexibility securing their journeys

Lack of Scale Point solutions simply do not scale
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The Future of Securing Clou pplications

Leverage a comprehensive CNAPP (Cloud Native Application Protection Platform)

Cloud Security 1.0 Approach CNAPP - Cloud Native Application
N Protection Platform
Protection Focused on Runtime Comprehensive Security from Code to Cloud
Visibility Without Prevention Prevention-First Approach
Lazy scans lead to Blind Spots Continuous, Real Time Visibility
Incomplete Security Across Architectures Security Choice For Every Cloud Journey

Lack of Scalability Cloud Scale Security
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Adding to CNAPP after

Policies-As-Code
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Checkout Container scan laC scan Deploy GKE * Deploy Policy as Code Test

Checkout repo for Scan for vulnerabilities Scan GKE TF and Deploy the app in Configure Microsegmentation

workflow access and malware K8S manifest K8s microsegmentation  Generate legit and
policies non authorized traffic
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Adding to CNAPP after “Shifting Left"...

Drift Detection and Response
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Adding to CNAPP after

Automate Policy Testing and Implementation

Policy Testing Pipeline

Build Environment
for Testing

Deploy Resources
in Environment

Release Policy

Test (Search) ,
using TF Provider

Publishing Pipeline

Align to Compliance

GitOps delivered Security Policy Authoring

Standard (TF Provider)

Destroy Testing
Environment

15 | © 2022 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Add to Alert Rule
(TF Provider)




o Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % pa|0a|t0®

NETWORKS




